1. Computer Security

Computer security, also known as cyber security or IT security, 1is the
protection of information systems from theft or damage to the hardware, the
software, and to the information on them, as well as from disruption or
misdirection of the services they provide

It includes controlling physical access to the hardware, as well as protecting
against harm that may come via network access, data and code injection, and due
to malpractice by operators, whether intentional, accidental, or due to them
being tricked into deviating from secure procedures

The field is of growing importance due to the increasing reliance on computer
systems and the Internet in most societies, wireless networks such as Bluetooth
and Wi-Fi — and the growth of “smart” devices, including smartphones, televisions

and tiny devices as part of the Internet of Things
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2. Computer Attack

In computer and computer networks an attack is any attempt to destroy, expose,
alter, disable, steal or gain unauthorized access to or make unauthorized use of

an asset.
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3. ”“Social engineering” means using human to human contact, say on the phone, to
get into a system. Some people can be quite persuasive on the phone, and most
people are polite and helpful by default. A bad guy might pose as technician
showing up, trying to fix the printer. People will often be polite to a well-

dressed person on site who appears to be doing something proper.

4. Phishing Attacks

Phishing is the attempt to obtain sensitive information such as usernames,
passwords, and credit card details (and sometimes, indirectly, money), often for

malicious reasons, by masquerading as a trustworthy entity in an electronic



communication.
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5. Malware Attacks

Malware, short for malicious software, is any software used to disrupt computer
operations, gather sensitive information, gain access to private computer systems,

or display unwanted advertising.
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6. Private Key Cryptography

Symmetric—key cryptography uses the same cryptographic keys for both encryption
of plaintext and decryption of ciphertext. The keys may be identical or there
may be a simple transformation to go between the two keys. The keys, in practice,
represent a shared secret between two or more parties that can be used to maintain
a private information link. This requirement that both parties have access to
the secret key is one of the main drawbacks of symmetric key encryption, in

comparison to public—key encryption (also known as asymmetric key encryption).
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In cryptography, a private key is a variable that is used with an algorithm to
encrypt and decrypt code. Quality encryption always follows a fundamental rule:
the algorithm doesn’t need to be kept secret, but the key does. Private keys

play important roles in both symmetric and asymmetric cryptography.

7. Public Key Cryptography



Public—key cryptography, or asymmetric cryptography, 1is any cryptographic
system that uses pairs of keys: public keys that may be disseminated widely
paired with private keys which are known only to the owner. There are two
functions that can be achieved: using a public key to authenticate that a message
originated with a holder of the paired private key; or encrypting a message with
a public key to ensure that only the holder of the paired private key can decrypt
it.
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In cryptography, a public key is a value provided by a designated authority as
an encryption key. A system for using public keys is called a public Kkey
infrastructure (PKI). The Public—Key Cryptography Standards (PKCS) are a set of
intervendor standard protocols for making possible secure information exchange

on the Internet using a public key infrastructure (PKI).



