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a b s t r a c t 

We constructed a cryptographic interaction method museum art exchange protocol (MAXP) for museum 

digital collections on the basis of blockchain technology. Using our method, we build a digital collection 

exchange system on Ethereum to realize the digital collection’s online exchange between two museums. 

Compared with the traditional centralized collection digital resource database method, MAXP can avoid 

the security risks caused by subjective factors and force majeure factors in the exchange process of digital 

collections, such as hackers and network viruses. In our exchange system we have built, the expression of 

content covered by digital collections is more convenient, and copyright disputes can be quickly resolved. 

Concurrently, given the decentralization and anonymity of the blockchain, a regulatory mechanism has 

been added to MAXP to avoid fraud, illegal fundraising, money laundering and smuggling. The regulatory 

mechanism we constructed is a dual receiver public key encryption scheme based on the Diffie-Hellman 

algorithm and the SM2 elliptic curve public key encryption algorithm. The sender encrypts the collec- 

tion data, and both receivers can decrypt the messages using their respective private keys. One of the 

receivers is the museum that obtained the collection information, and the other receiver is the regulator. 

These two receivers can decrypt simultaneously, and the regulator can regulate the information exchange 

on the blockchain. The Beijing Planetarium and the Beijing Museum of Natural History have completed 

the exchange of collections through the system we have built. The analysis results show that the reg- 

ulatory scheme based on the exchange blockchain system of the museum’s digital collections proves to 

be feasible, with security and expansibility. Our new encrypted exchange management method of digital 

collections in museums can effectively promote the exchange of collections between museums, and is of 

great significance to the promotion of cultural heritage and the dissemination of scientific knowledge. 

© 2022 The Author(s). Published by Elsevier Masson SAS on behalf of Consiglio Nazionale delle Ricerche 

(CNR). 

This is an open access article under the CC BY-NC-ND license 

( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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. Introduction 

Compared with traditional digital collection systems that rely 

n the Internet for data management and exchange, digitization 

f museum collections can maximize the cultural, scientific, and 

conomic values [18] . In the traditional model, data exchanges are 

asily collapsed, especially in the case that the stored exchange 
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ata are tempered by untrusted internal users or attacked by ex- 

ernal hackers. A 2011 survey by Advisory Services to the World 

eritage Convention and United Nations Educational, Scientific and 

ultural Organization has revealed that up to 60% of museum col- 

ections are endangered globally. Storage overloads, poor condi- 

ions for conservation and budget constraints contribute to risk 

actors. 95% of a museum’s collections are kept in storage. Billions 

f objects are kept away from public sight [1] . In Germany, it is re-

arded as a landmark case. Following what seemed to be an open 

nd shut case of the digital theft of one of the most famous an- 

ient Egyptian artefacts in the West, a legal judgement has been 
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ade with implications for the whole of the museum sector. A 

can was supposedly illicitly made of the world-renowned Nefer- 

iti bust, a jewel in the crown of the Neues Museum in Berlin. The 

useum’s authorities had long prevented visitors to the institution 

rom capturing any pictures of the bust in an effort to retain con- 

rol over its image rights. This meant that the taking of any kinds 

f photographs was banned. Given that the Nefertiti Bust is one 

f the museum’s highlights, some attendees were surprised by the 

useum’s decision to ban photography. Overall, the rules at the 

useum appeared to have been fairly universally adhered to. That 

ll changed in 2016 when a pair of artists, wearing trench coats to 

onceal their activities, visited the German museum. The duo was 

ble to sneak 3D scanning apparatus into the museum and set it 

p undetected in the room containing the Egyptian sculpture. De- 

pite the less than scientific conditions for generating a 3D scan of 

he bust, the artists were able to produce a perfect digital repro- 

uction of the artwork [4] . 

Therefore, the traditional digital collection management system 

as the problems of low security and low efficiency problems. The 

igital collections actualize their value through exchange, whereas 

lockchain technology can guarantee the security and traceabil- 

ty of data value exchange [19] . For example, the Byzantine Mural 

oundation records the background information about the return 

f cultural relics on the blockchain through blockchain technol- 

gy, and realizes the transactions between two antiquity markets 

21] . Blockchain technology also significantly impacts the trans- 

ortation of cultural heritage, offering the real-time and dynamic 

emote management for the transportation of cultural relics [24] , 

nd providing regulatory for the exchange transportation of phys- 

cal collections. Traditionally, three ways exist to use blockchain 

echnology to record copyrights. The first is to record copyrights 

or off-chain design schemes [20] , using a decentralized data man- 

gement framework to protect users’ privacy. The second is to con- 

rol the copyright of user data protocol records by the master- 

lave paradigm [16] , to realize the management of digital copy- 

ights. The third is the encryption algorithm recording copyright 

23] , which uses digital watermarking technology to enhance the 

obustness of the encryption algorithm, building a digital copy- 

ight blockchain management scheme. Although a series of digital 

opyright protection schemes for museums have been put forward 

n the basis of blockchain technology, the regulatory mechanism 

or the exchange of digital collections is not perfect. Three typical 

ethods are relatively mature in the research on blockchain reg- 

latory technology: blockchain transaction traceability mechanism 

25] , blockchain address gathering mechanism [22] , and blockchain 

ertificate management mechanism [9] . The above three mecha- 

isms have respectively designed a regulatory mechanism from the 

rocess of the blockchain application layer, the data transmission 

f the network layer, and the protocol of the contract layer. The 

egulatory mechanism has not yet been designed in terms of the 

ncryption algorithm included in the data layer of the blockchain 

rchitecture. To solve the problems of trust, security and regula- 

ory in the exchange of museum digital collections, we carried out 

he MAXP (Museum art exchange protocol), an encrypted exchange 

rotocol for museum digital collections. We use the SM2-based 

ual receiver public key encryption algorithm to build a regula- 

ory mechanism at the data encryption level, and created a regu- 

ated blockchain digital collection NFT (Non-Fungible Tokens) trad- 

ng system. The digital collections in museums can realize data 

FT casting [7] , exchange, storage, and transmission on a regulated 

lockchain to finalize the transaction. We have completed the fol- 

owing work: 

(1) A blockchain-based museum digital asset encryption ex- 

change protocol is constructed, coupled with the Diffie- 
70 
Hellman and the SM2 algorithms, and a double-receiver 

public key encryption scheme is designed as well. 

(2) An encrypted exchange system for museum digital collec- 

tions is constructed on the basis of Ethereum, through which 

museums can cast digital collection NFT, realizing the trans- 

fer usage rights of data collection NFT under the regulatory 

mechanism. 

. Research aim 

Our goal is to establish a new digital collection exchange pro- 

ocol for the cultural exchange of digital collections and he safe 

nd efficient exchange of data between museums, with a transac- 

ion regulatory mechanism. Our method is designed to protect the 

useum’s digital collections and to regulate anomalies and even 

llegal behaviors during the exchange process. Digital collections 

an exchange data in a safe, stable, and efficient blockchain sys- 

em. The regulator can monitor the transaction process and its data 

ontent, and be interrupted in the event of data anomalies to re- 

lize in-transaction regulatory, post-transaction proof saving, and 

raceability. 

. Material and methods 

The blockchain-based encryption exchange protocol we have 

esigned starts with the design of the encrypted exchange pro- 

ess for digital collections, establishes a blockchain-based digital 

ollection exchange mechanism, and then analyzes the existing 

lockchain regulatory mechanism. The encryption algorithm im- 

roves the regulatory mode, adds a regulatory mechanism to the 

xchange process, and adopts IPFS distributed storage to ensure the 

ecurity and reliability of the scheme. 

.1. Exchange method 

The basic principles of the exchange method include: 

lockchain is adopted as the base technology, establishing the 

ollection exchange specification, the on-chain data storage stan- 

ard specification, and the museum digital collection management 

pecification. 

.1.1. Blockchain-based digital collection exchange specification 

To ensure the security and reliability of the collection data ex- 

hange process, we have built a blockchain-based peer-to-peer net- 

ork management solution, which uses an authorized blockchain 

o manage the transaction process, consensus, and access. Consid- 

ring the data are HD images, 3D models [3] , and the like, we used

he IPFS decentralized storage model. Each NFT cannot be split or 

erged, allowing for good mapping of digital collections. Reference 

s made to museum collection data standards to create the essen- 

ial information for the data. In terms of security, we encrypted 

he content for access control and authority management to ensure 

hat access permissions will not be extended externally, and the 

ata will not be misused or distributed freely. Particularly, we have 

dded a regulatory mechanism to the blockchain. Improvements to 

he encryption algorithm can realize access approval, on-chain data 

uditing, supervision and prompt interruption during the transac- 

ion, which allow for real-time supervision and post-audit trace- 

bility. 

.1.2. On-chain storage standard and specification 

The ERC-721 standard is applied to the digital collection NFT, 

nd URLs are used for access to collections, rather than direct up- 

oading of digital works. 
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Fig. 1. System workflow 
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.1.3. Blockchain-based collection data management layered 

rchitecture specification 

(1) Vetted nodes can act as generators of data blocks, and the 

overall structure provides trust management, security proofs, 

timestamps, and logs. 

(2) Content encryption and access control for conditional ac- 

cess to data. A distributed trust ledger was created with dis- 

tributed storage by decentralization and a multi-participant 

design. 

(3) Given that museum digital collections belong to public cul- 

tural resources, and most of the collected data is of high 

value, so it has relatively high requirements for data qual- 

ity. This requires that its open sharing must be authorized 

by the museum and the assessment into the chain must 

be under the approval of the regulatory authorities as well. 

For the data exchange between Museums A and B, the dis- 

tributed storage mode of multiple data centers is used via 

the museum data exchange platform, and the transaction 

processing flow of the intermediate layer is processed by the 

blockchain, as shown in Fig. 1 . 

ser roles in Fig. 1 include: museums, regulatory agencies. Muse- 

ms: Upload data, store tokens, and perform transactions and ex- 

hanges. Regulators: Assess and perform access, and regulate data 

nd transactions. Platform builders may choose entities with cor- 

esponding credibility / qualifications as regulators based on law. 

ssue transaction tokens. The basic process of the exchange proto- 

ol is as follows: 

• 1.1-1.5: Right confirmation and registration procedure of digital 

museum collections; 

• 2.1–2.6: Use right transaction procedure of digital museum col- 

lections; 

• 3.1–3.6: Infringement evidence preservation procedure of digi- 

tal museum collections. 

(1) Managing objects: Digital collections management is verti- 

cally divided into on-chain rights validation, access rights 

exchange, maintenance, tracking, and supervision. The sys- 

tem mainly manages the exchange processes created by the 

museum with clear digital copyrights. 
71 
(2) Restrictions on access: The method is primarily available to 

museums of all categories at all levels, and is based on the 

existing alliance of museums. According to the level of trust, 

technical ability, and participation, users are required to set 

individual permissions for block writing, information access, 

and transaction limits in the system. 

(3) Technical system architecture: With each museum as a node, 

establish a distributed storage network and introduce other 

relevant alliance chains of regulatory or trading institutions 

to provide validation, usage, and maintenance of digital col- 

lection rights, as well as other auxiliary services. 

he steps of digital collection exchange are shown in Fig. 2 : 

1. The collection data are uploaded to the storage system through 

MAXP. 

2. The collection data are registered on the MAXP blockchain, and 

one or more NFT tokens are cast. 

3. The regulator conducts operations such as regulatory, review 

and approval, and so on. 

4. During the exchange process, the NFT tokens of the collection 

data are transferred. 

5. The owners holding NFT tokens can access exhibition data. 

Create IPFS and store digital museum asset data on distributed 

torage. Transactions are verified on the blockchain with our 

odel, allowing users to store large amounts of data on the 

hain. The museum generates NFTs of digital assets as part of a 

lockchain security product through a decentralized security pro- 

ocol. The data exchange sequence diagram is shown in Fig. 3 . 

The four subjects involved in the exchange in Fig. 3 include: 

latform system, blockchain system, storage system and regulatory 

ystemss. In response to the potential risk that authorization infor- 

ation might have tampered in the scenario of regulator authoriz- 

ng museums to cast NFT, the MAXP provides solutions to achieve 

he following functions: 

i) The digital collection information cannot be maliciously 

tampered with, and the digital assets already obtained by 

the museum recipient cannot be transferred or maliciously 

destroyed by attackers, and the canceled and expired sub- 

scriptions by the recipient will be invalid. 
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Fig. 2. Trading structure. 
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Fig. 3. Basic exchange Sequence of Exhibition Data Exchange on MAXP. 
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ii) The operation of the recipient and sender of the museum 

should be simple enough so that the recipient is free to pur- 

chase, cancel in advance and receive a refund. Museums are 

able to query the subscription status, activate upcoming sub- 

scriptions, and permanently invalidate the subscriptions af- 

ter they expire. 

iii) The digital collection subscription will take effect regularly. 

Before it takes effect, the museum recipient can cancel the 

subscription and get a refund; after it takes effect, the 

museum recipient will have no permission to operate the 

subscription. During the validity period, only the museum 

sender can perform operations on the subscription. After it 

expires, it becomes permanently invalid. 

.2. Analysis of blockchain regulatory methods 

As we mentioned above, the three regulatory technologies that 

re relatively familiar to the blockchain currently have regulatory 

haracteristics. However, theoretical security and efficiency prob- 

ems persists in the cryptogram method. How to realize the privacy 

rotection of transaction user identities and the audit regulatory of 

ehavior simultaneously, and solve the conflicts between the two, 

re problems that must be solved before the blockchain can be im- 

lemented in major fields. The blockchain transaction traceability 

echanism is implemented at the network layer. On the basis of 

ts principle, probe nodes are arranged at the network layer and 

sed to gather the transmitted information of blockchain at the 

etwork layer to analyze and determine the dissemination path of 

he transaction and to infer the originating node thereof; then, the 

nonymous address of the transaction is associated with the IP ad- 

ress of the originating node. Pustogarov [13] used the general way 

f Tor hidden services to analyze the Bitcoin network, enabling 

he attacker to reach specific Bitcoin transactions by providing a 

imited level of anonymity level. The blockchain address cluster- 

ng mechanism is implemented at the data layer. According to its 

rinciple, the characteristics of blockchain transaction data are an- 

lyzed to obtain the correlations between different addresses. Dif- 

erent transaction addresses of the same trader are inferred by the 

iscovery of the identity information of an address in a cluster. 

n address set concerning the I/O addresses in a trading slip is 

reated, and classified pursuant to clustering rules upon traversal. 

aesa et al. [5] clustered user behaviors, analyzed properties that 

re strictly related to the nature of Bitcoin, and assessed a classic 

haracteristic model that measures the network richness of Bitcoin. 

he blockchain certificate management mechanism is implemented 

t the data layer. Based to its principle, a trusted certificate man- 

gement authority, e.g. Public Key Infrastructure (PKI), is added 

o the blockchain operating mechanism, or some powerful super 

odes are arranged with the function of awarding certificates, and 

he registration step of chain users is added to enable the certifi- 

ate authority to trace any illegal user according to the registered 

dentity information of the user in case of any unusual transaction. 

iven the attacks in malicious collusion with regulators, Li et al 

14] put forward a concise proof scheme that can trace the Bor- 

omean range on the basis of Borromean ring signatures, sTBoRP, 

nd an improved proof scheme that can trace the range of Bullet- 

roofs, jTBuRP. Our design method is based on the improvement 

f the cryptographic algorithm implemented by the data layer, 

ecause cryptography is the core of the blockchain security sys- 

em and the basis for the establishment of the blockchain system. 

e use NFT to record the copyright of digital collections, which 

an enhance the positivity of exchange and guarantee the secu- 

ity of data output and transmission, and support the sharing func- 

ion [15] . Through the improvement of the cryptographic protocol, 

e realize the high-performance and regulatory requirements of 

lockchain applications, and provide cryptographic theoretical sup- 
74 
ort and technical reference for the application of blockchain in 

useums. 

.3. Regulatory method design 

We have constructed a dual-receiver public key encryption 

cheme in the MAXP on the basis of the bilinear mapping. We have 

efined three roles: Museum A, Museum B, and Regulator C in the 

ollowing two typical application scenarios. 

(1) Suppose Museum A needs to encrypt and send the same 

Data m to Museum B and Regulator C. In this case, A has to 

use the public keys of B and C for encryption and prove that 

the messages m contained in the two ciphertexts are equal 

by using the zero-knowledge proof protocol. Thus, ensuring 

that B and C will receive the same message is possible. This 

process will result in less efficiency as users will have to per- 

form complex zero-knowledge proofs and conduct prolonged 

data sending and storage. 

(2) In a typical regulatory cryptosystem, Sender A encrypts mes- 

sage m and sends it to receiver B. Suppose the administrator 

needs to view the ciphertext data of B. In this case, A must 

encrypt and send the message m to the administrator by us- 

ing his public key and attaching a piece of zero-knowledge 

proof data, which leads to inefficiency. 

Diament et al. [8] suggested a dual-receiver public key crypto- 

raphic scheme that uses a bilinear mapping over two groups. Our 

cheme is the extension of the three-method round Diffie-Hellman 

ey exchange protocol to the ElGamal dual-recipient public key 

ncryption scheme [10] . Therefore, for the two typical application 

cenarios described above, there exists no need to employ a zero- 

nowledge proof if A sends data encrypted to B and C, or if sender 

 delivers data to receiver B and token depositor C [12] . This re-

uces the computational complexity and data length, allowing for 

 more efficient operation of the protocol. In the scheme proposed 

y Diament et al., the encryption and decryption processes need 

ilinear mapping. We extended the algorithm SM2, and achieved 

ual receivers, with no need of bilinear mapping calculation in en- 

ryption and decryption processes, thereby, improving encryption 

nd decryption speed. Moreover, in our scheme, the sender uses 

he public keys of two independent receivers to encrypt a message, 

nd the two receivers both can decrypt the message with their pri- 

ate key. This process does not require the message consistency to 

e proved by the zero-knowledge proof protocol. The encryption 

cheme has two independent receivers. Receiver 1 can serve as the 

ransaction receiver; Receiver 2 can serve as the regulator. Thus, 

n case that the transaction initiator encrypts exchange data, Re- 

eiver 1 can decrypt it and conduct a transaction. In addition, Re- 

eiver 2 can independently decrypt ciphertext information. In the 

lockchain transaction system, Receiver 2 can serve as the regu- 

ator of digital museum assets. Therefore, the museum regulator 

an independently regulate the blockchain transaction system. In 

he process, users can not collude with the museum regulator for 

ny illegal transactions. The entire transaction system has a fine 

upervision effect, which can be applied to the exchange system of 

igital museum collections. 

The flow of the algorithm is shown in Fig. 4 , where the sys- 

em parameters are consistent with the SM2 encryption scheme; 

he sender, receiver, and regulator generate their own private and 

ublic keys respectively; the sender enters its private key, the pub- 

ic keys of receiver and monitor, and the message, creates and signs 

he ciphertext, and then send it; the recipient decrypts the cipher- 

ext with the private key; the regulator decrypts the ciphertext 

ith the private key. 
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Fig. 4. Data encryption and decryption process. 
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.4. Copyright registration method 

The NFT copyright registration determines the ownership of the 

rivate right, such as intellectual property right through times- 

amps, Hash encryption technique and third-party authority certifi- 

ation, which defines the right constitution of the right owner and 

ooperative right holder of digital collections, and gives a clear in- 

ication of the right type, the term of validity and other basic right 

nformation [11] . Copyright is updated in the blockchain ledger. Af- 

er writing a new block into the blockchain, users can enter the 

ext right use procedure. The certification information of the reg- 

lator is the authoritative confirmation of intellectual property, and 

he synchronous propelling of right confirmation by the regulator 

nd the application of intellectual property can effectively improve 

he transaction efficiency of intellectual property. On the basis of 

he standard requirements for data structure, numerical data and 

ata content of collections, we have defined digital collections in 

he method, including collection name, collection number, collec- 

ion type, collection source, age information, material information, 

uality information, collection volume information, completeness 

egree, preservation state, quantity of collection types, number of 

imilar collections, collection time range, and 2D images, a total of 

4 core elements. Heritage collection level, heritage collection type, 

ge, material type, mass range, completeness degree, and collection 

ime range can be chosen from the options provided in the stan- 

ard [2] . The MAXP method supports museums in creating digital 

ollections. The museum first selects the corresponding data type 

n the selection panel according to the data content, after which 

he image and video data are uploaded. The casting of the NFT 

hen begins and is confirmed by the regulator. Once the casting 

s complete, the relevant permissions can be granted on the ba- 

is of the digital collection exchange requirements. The uploaded 

igital collection includes a detailed description of the contents of 

he collection, its creation history, transaction history, and so on. 

onsequently, the museum can get a better use experience after 

asting the NFT. During the casting process, it must be ensured 

hat the collection data is intact, and the transmission network, 

xchange, and preservation process of collection data handling is 

ecure. Data cannot be arbitrarily altered and deleted, and the pri- 

acy and sensitive information of the users will not be compro- 

ised. Comply with museum regulatory in managing data and en- 

uring the functioning of museum web services. Digital collection 

ata is an asset, and mutual trust between the two parties must 

e addressed in the data casting and exchange. The recipient can- 

ot maliciously shirk responsibility for data leaks. Moreover, both 

arties quickly reach consensus through smart contracts to avoid 

ulti-party copyright declaration issues and ensure data copyright 

s not infringed. 

.5. Storage function 

We have used the IPFS solution to create a distributed storage 

ystem. The data structure employs DHT as the underlying archi- 

ecture. IPFS is a peer-to-peer distributed file system that connects 

ll computing devices with the same file system. A unique identi- 

er, CID [6] , will be returned when a digital collection is uploaded 

o IPFS, and the museum recipient is required to provide the exact 

ID to download the corresponding file from IPFS. Fig 5 illustrates 

he storage model architecture. Using content-based addresses in- 

tead of domain-based addresses enables users to search directly 

or content stored somewhere with only the hash of the content 

o be verified. As a result, the web is faster, more secure, and more 

ersistent. The characteristics of the storage are as follows: 

(1) Each file and all blocks within it are given a unique finger- 

print called a cryptographic hash. 
76 
(2) Eliminated duplicate files on the network. 

(3) Each network node stores only the content it is interested 

in, as well as indexing information. 

(4) When queried, the file is found by a unique hash value on 

the node where it is stored. 

(5) Each file is autonomous using the decentralized naming sys- 

tem of IPFS. 

Fig. 5 illustrates the processes, such as index creation, search 

rocedure, index storage, and caching. Steps 1–4 are the index cre- 

tion and storage, and steps a-e are the searching processes. The 

PFS data acquisition process includes creation and storage, search- 

ng, and invoking. The CID is the unique identifier returned by the 

ystem for files uploaded to the IPFS system for storage. It must 

e provided correctly for downloading the corresponding file from 

PFS. DHT (Distributed Hash Table), distributed storage model [17] . 

ithout a server, each client is responsible for routing a small area 

nd a minor portion of data, ultimately presenting the entire DHT 

etwork for addressing and storage. 

. System implementation 

On the basis of the MAXP method, we use Ethereum to build 

n encrypted exchange system for digital collections. By using Our 

ystem, Beijing Planetarium has exchanged with 5 sets of digi- 

al collections of Beijing Museum of Natural History, realizing the 

uick and safe transfer of temporary use rights of digital collec- 

ions. 

Museums that cast NFT in the system can obtain original NFT 

ertificates, and support the traceability of museums to blockchain 

rowsers. Fig. 6 is the main interface of the system, in which, the 

humbnails of digital collections recently released by the museum 

an be previewed, so that users can select the digital collections 

hat must to be exchanged. 

The system shown in Fig. 6 is a publicly released sharing plat- 

orm. The main interface guides users to quickly locate and search 

or the concerned digital collection, to facilitate the subsequent ex- 

hange. The casting process of the digital collection is: entering the 

igital collection information - storing it on IPFS - casting the digi- 

al collection NFT - complete the casting process to generate a non- 

omogeneous token. 

Fig. 7 shows the NFT of the Protoceratops skeleton model of the 

eijing Museum of Natural History, including thumbnails of digi- 

al collections, related introductions, and historical log information. 

he digital collection exchange is carried out in a traceable, fully 

uditable, and traceable environment, and borrowing and return- 

ng of digital collections can greatly improve the efficiency. If the 

orrower applies, the lender reviews the release, and the borrower 

as a token for access to the data. 

The Beijing Ancient Observatory, which was built in the seventh 

ear of the Ming dynasty (1442 CE), is part of the Beijing Planetar- 

um. The digital collections we have created include five impos- 

ng and superbly cast astronomical observation instruments of the 

ing Dynasty in Beijing Planetarium (the hash value shown in Ta- 

le 1): Elliptic Armilla, Celestial Globe, New Sextant, Quadrant, and 

rmillary Sphere. 

Table 1 includes the names of the Beijing Planetarium’s on- 

hain collection, the hash values of the casting transaction, the NFT 

umbers, and the casting time of the NFT. 

The digital collections created by the Beijing Museum of Natu- 

al History are: the fossil models of Mamenchissaurus, the skeletal 

odels of Lufengosaurus, the fossil models of Psittacosaurus, the 

keletal models of Yangchuanosaurus, and the skeletal models of 

rotoceratops. The collection hash values are shown in Table 2 . 

As exhibited in Table 2 , the names of the on-chain collection 

f the Beijing Museum of Natural History, the hash values of the 
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Fig. 6. System main interface. 
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Fig. 7. The NFT of the Protoceratops skeletal model. 
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asting transaction, the NFT numbers, and the casting time of the 

FT. 

The MAXP method is a technical standard for establishing a 

ata path between two arbitrary museums on the blockchain. The 

ystematic data interaction standards we constructed focuses on 
79 
roviding long-term, efficient exchange patterns for joint projects 

etween museums, thereby meeting the developing demands of 

useums for the cross-museum collection information interchange 

n the context of the information age. System supports applica- 

ions with NFT casting function. NFTs can be casted in the Ether- 
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Table 1 

Hash values and casting information of the 5 sets of digital collections in Beijing Planetarium. 

Table 2 

Hash values and casting information table of 5 sets of digital collections in Beijing Museum of Natural History. 
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et blockchain network to turn a museum’s digital content artwork 

e.g., a 3D model) into a limited-edition digital asset, generating 

igher scarcity of commercial value. 

. Results and discussion 

.1. Case study introduction 

The traditional method of exchange with digital collections be- 

ween the Beijing Planetarium and Beijing Museum of Natural 

istory is that the two museums sign an agreement offline and 

opy the document through the physical storage media. The signed 

greement offers the sharing time, exhibition venue, exhibition 

urpose, and so on. It then copies the corresponding data through 

 specific storage device and delivers it offline to the designated 

useum for exhibition. Upon expiry of the agreement, the rele- 

ant storage media will be shipped back to the contributing mu- 

eum. The exhibitor guarantees that no copies will be retained and 

hat the data will not be misused. The offline process is cumber- 

ome and with potential risk at security, and efficiency and trace- 

bility need to be improved. Misuse the data may lead to data 

reaches or free dissemination, which can cause severe economic 

nd social challenges. Through the MAXP system we have estab- 

ished, the two museums upload the encrypted data of the digital 

ollections to the Ethernet blockchain and cast NFTs for the digi- 

al collections that must be interacted with. The relevant exchange 

rotocols are drawn up and executed through smart contracts, and 

he exchange is confirmed online to complete the collection data 

xchange, improving efficiency and security significantly. The tradi- 

ional centralized database data management model is vulnerable 

o systemic risks, such as malicious data modification or tamper- 

ng, whereas the adoption of the MAXP system ensures data se- 
80 
urity. Our system features digital collection search-and-use, click 

ubscribe-and-read, and download-and-copy after passing encryp- 

ion authentication, preventing collection data from being copied 

nd disseminated on a large scale, and enabling data traceability 

nd control, and protecting digital copyright. 

.2. Discussion 

Traditional digital museum collections management systems 

re similar to a ”polycentric” data construction framework, mak- 

ng data sharing and enhancement difficult. Therefore, we have 

esigned an open, transparent, and collaborative data exchange 

odel for the digital museum collections. After choosing a type of 

igital collections, the museum can upload data files, begin cast- 

ng NFTs upon uploading, and go through on-chain confirmation. 

fter the completion of NFT casting, relevant permissions may be 

iven for exchange following requirements for digital collection ex- 

hange. The system is characterized by traceability, transparency, 

nd tamper proofing. 

.2.1. Traceability 

The ownership and the token metadata stored on the block- 

hain of the digital collection NFT can be publicly identified. With 

ID, the IPFS can verify if the data have been tampered with and 

he storage and redundancy status of data. 

.2.2. Transparency 

The whole process of digital collections, from casting to on- 

haining to exchange, is transparent, whereas the storage of the 

FT metadata and collection data is not, and the casting party 

hooses its method of storing. No possibility exists that the NFTs 

annot be published and interacted with as long as they are casted 
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Table 3 

Comparison between SM2 and our scheme. 

Enc( μs ) Dec1( μs ) Dec2 ( μs ) Dec3 ( μs ) 

32M bytes SM2 encryption 155.4 104.9 - - 

32M bytes Our scheme 270.6 104.9 222.4 225.2 

64M bytes SM2 encryption 156.2 105.1 - - 

64M bytes Our scheme 274.7 105.1 222.9 232.4 

1024M bytes SM2 encryption 158.4 136.4 - - 

1024M bytes Our scheme 307.9 136.4 256.7 258.7 
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[

iven that the on-chain systems on which digital collections inter- 

ct will not crash. 

.2.3. Tamper proof 

Once validated, NFT’s metadata and complete transaction 

ecords are stored permanently, allowing only new information to 

e added, with no past data can be modified. Tamper-proof due 

o the employing of the IPFS documentation system. The informa- 

ion seen in each museum is instantly updated, straightforward, 

nd easy to circulate, eliminating the traditional information bar- 

iers between the data contributor-mediator-data acquirer. 

.2.4. Encryption and decryption efficiency analysis 

We experimentally test the cryptogram scheme of MAXP with 

he SM2 scheme. Hardware configuration: Operation system Cen- 

os7.7, kernel 3.10.0–1062.el7.x86_64, CPU Intel(R) Xeon(R) Gold 

118 CPU 2.30GHz, and memory 192GB. 

As shown in Table 3 , the horizontal columns indicate the en- 

ryption time of sender, decryption time of the recipient, the de- 

ryption time of sender, and the decryption time of regulator, 

hile the vertical columns represent the test results correspond- 

ng to the SM2 encryption solution and Our scheme. 

The encrypted data capability is 32Mbytes, and the SM2 en- 

ryption time is 155 . 4 μs respectively. The encryption time of Our 

cheme is 270 . 6 μs respectively. When encrypting 64Mbytes of 

ata, the encryption time of SM2 is 156 . 2 μs , and the encryp-

ion time of Our scheme is 274 . 7 μs . It takes 158 . 4 μs to encrypt

024Mbytes of data, and the encryption time of Our scheme is 

07 . 9 s respectively. As the scheme presented in Our paper addi- 

ionally supports sender and regulator decryption, the encryption 

peed is relatively slow. However, the decryption time of the recip- 

ent in the SM2 and Our scheme are the same, both being 104 . 9 μs

05 . 1 μs 136 . 4 μs . Finally, unlike the SM2 algorithm, Our scheme

upports sender and regulator decryption with decryption times 

re 222 . 4 μs 224 . 9 μs 256 . 7 μs and 225 . 2 μs 232 . 4 μs 258 . 7 μs . Al-

hough the decryption time for the sender and receiver is slightly 

onger in Our scheme than in SM2, the decryption is fast. More- 

ver, the decryption speed of the sender and regulator does not 

ffect the operation, while the decryption function of the sender 

nd regulator has a great scope of application. 

. Conclusions 

To address trust and security issues in the exchange of digital 

ollections, we designed and completed a blockchainbased data ex- 

hange system of digital collections. The NFT mechanism and the 

rocess of data operating and accessing can be recorded in cryp- 

ographic signatures and an Ethereum distributed ledger, and data 

ncryption can be implemented by means of the dual-receiver al- 

orithm. The system has tamper-proof function, and the core of 

egulatory technology is key management, encryption algorithms, 

nd smart contracts. The system we built has realized the cast- 

ng of 10 sets of NFT digital collections of Beijing planetarium 

nd Beijing Museum of Natural History. Two display methods ex- 

st, namely, physical and digital copyright. The museum staff can 
81 
eep accurate records and preserve relevant data; the regulator can 

onitor overall data and transaction tokens, deal with any abnor- 

al interactions in a timely manner, and achieve in-process mon- 

toring. Practice has confirmed that the designed MAXP method 

s safe and reliable, which can realize the display and circulation 

f digital collections, and has an effective adjustment mechanism, 

hich can be corrected for the transaction security control after 

he problem occurs. The evaluation on the encryption algorithm 

uggests that the scheme has fast decryption, as well as the secu- 

ity and expansibility of decentralized trust management. The sys- 

em built by the MAXP method can effectively realize the inter- 

ction of digital collections, while regulating the content and to- 

ens of digital collection transactions. Note: The authors declare 
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reat thanks to Beijing Computing Center Co., Ltd. for providing the 
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